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Basic description for how to sign email and encrypt
using a certificate-based digital 1D to allow others to
sign using a certificate in Microsoft Outlook
2007,2010,2013.

1. Email Signing and Encryption in Microsoft
Outlook 2007

1.1 Pre-requisite
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Cryptography Format: |5/MIME v

[¥] Default Security Setting for this cryptographic message format
[¥] Default Security Setting for all cryptographic messages.

| securitylabels.. | | MNew || Delete | password..
Certificates and Algorithms
Signing Certificate: |KushalPrasadGa\hrE ” Choose... I
Hash Algorithm: SHAL v

Encryption Certificate: |Kushal Prasad Gaihre I Choose... |
S i

[¥]send these certificates with signed messages

| Eile | Edit_ View Go Tool: Actions Help

New » |5 Mail Message Ctrien
Open » | %) Postin This Folder Ctrl+ Shift-S
Closg Al rems [ Folder.. Ctrl+ Shift-E
B savess L Search Folder... Ctrl+Shift+P
Save Attachments » Navigation Pane Shortcut...
Eolder v | Appointment Ctrl+Shift+ A
Data File Management... 4 Meeting Request Curl+Shift+Q
Import and Export... Contact Ctrl+Shift+ C
Archive... & Distribution List CrlShift+L
Page Setup » Task Ctrl+Shift+K
[A Print Preview 4 Task Request Crl+ Shift+ U
i Print... ctriep | 48 Joumnal Entry Ctrl+Shifts)
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The name or email address of this contact already exists in the Contacts folder. Would you ke to:
(®) Add new contact

o

f selected Contact, A back

Full Name

Job Title

kasturi.raj@cert.com.np
Preview of Updated Business Card: Changes to Selected Contact:
e e kst
c:u“al — JobTife:  ICT Engineer
‘;”‘E ¥ing Compar Compsry: Nepal Certifying Company

E-mai: kasturl raj@cert.com.np.

kasturi.raj@cert.com.np
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To view this enerypted message you need your privste key.
Kushalgaihre2047 @ gmail.com

Successtully, Decrypted message with your private key.
Congratulation

E Subject: To view this encrypted message you need your private ke

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.,

Security Layers

Select a layer below to view its description.

yption Layer
«* Digital Signature Layer
« Signer: kushalgaihre 2047 @gmail.com

Description:
: Signed Encrypted message.

Click any of the following buttons to view more information about or make
changes to the selected layer:
Edit Trust...

View Details. .. Trust Certificate Authority...

["]warn me about errors in digitally signed e-mail,
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